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CNCTEMbI ONOBELLEHUA
0 YPE3BbIYAWMHDIX CUTYALIUAX

Bo Bcepoccuiickom cneumnann3vpoBaHHOM XKypHane «besonacHocTb» N23 (2017 rog) 6bina ony6nukoBaHa cratba: Co-
npsxeHue o6opyaoBaHus ROXTON c pernoHanbHO1 aBTOMaTU3MPOBAHHOII CUCTEMOW LIEHTPANIN30BaHHOIO ONOBELLeHUs

PACLIO. Mpepnaraeman Baluemy BHUMaHMIO CTaTbA, NPOAO/KaeT HavyaTbill pasrosop. B Hell focTaTOYHO NpOCTO, AOCTYN-
HO 1 Ha KOHKPETHbIX NpUuMepax pacckasbiBaeTcA 06 o4eHb HENPOCTON, HO aKTyaNbHOI Teme — CUCTeMbl ONOBeLLeHNA O
ypesBblYalHbIX CUTYyaLNAX.

Yrpo3bl TEXHOFEHHOTO XapaKkTepa, B YacT-
HOCTW MOXapbl, CylecTBoBanu Bcerga. Ho
B YCNOBUAX ypbaHM3auuy noXapbl, BO3HW-
Kalolme B MeCTax MacCOBOrO CKOMMIEHUA,
0cobeHHO cTpalHbl. Kpome Toro, Ha onac-
HbIX MPeanpPUATUAX MPUCYTCTBYIOT Yrpo3bl
B3pPblBa, HEPEAKM W Yrpo3bl MPUPOLHOro
Xapaktepa. BepoATHOCTb BO3HVMKHOBEHUS
3TVMX Yrpo3 npeAanosaraeT KOMMIEKC Me-
ponpuATAiA, MNOBbIWAKWNX 6e30MacHOCTb
NioAen, HaXoAALMXCA Ha TakKUX OObeKTax, a
TaK>Ke HaceneHus, NPOXMBAIOLLEro Ha OKpY-
MKaloLWUX TEPPUTOPUSAX.

Hanbonee appeKkTMBHON MEPO MUHU-
MU3UpYloLLel Bpe OT AaHHbIX Yrpo3 ABMsA-
eTcs MeponpuATMe Mo CBOEBPEMEHHOMY

npeagynpexaeHnto nofjen  nnpepocTas-
NEeHMEe UM LIaHCa NPUHATb Heobxoanmoe
pelleHMe, Kacaemoe Kak COGCTBEHHON
3BaKyauun, Tak 1 NOMOLLU APYTUM NIOAAM.
B cBoto ouepepb, Hanbonee 3GpHeKTUBHLIM
npepynpexxaeHuem ABAeTcA TpaHCALUA
cneunanbHbIX TEKCTOB WM CUpPeHbl. Dd-
$EeKTNBHOCTb CMpPEeHbl MOXHO MOCTaBUTb
nopa comHeHve. Ee BknoyeHne moxer
6bITb MHTEPNPETMPOBAHO Kak MNpoBep-
Ka pabotocnocobHoCTW, a BOT nepepava
OCMbICNIEHHOIN TeKCToBOW WHPpopmauunn
npepcrasBnsetca 6onee cepbesHbIM Mepo-
npuatnem. Nepepayy (TpaHCNALMIO) TaKoW
MHPopPMaLUM Kak pa3 1 OCyLLeCTBNAIT CU-
CTeMbl OMOBeLeHNA.

Kaaccnpukanus aBapuiiHbIxX
CHCTEM OIOBELIeHHsI
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o ob61acTH NpUMeHEHUs!
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Tlo BHY HCIIOJIB3YEMOI'0 KaHaJIa CBA3H:
TIpoBoaubie / BecripoBoaHbie

|

OnogemnieHne o noxape
(COY3)

Omnosemenune o YC
(PACIHO/IICO/JICO/OCO)

Io yp B3aM iicrBus:

Jlokanshblii / [Iporokoabuslii / CeTeBoii

|

'

'

®3-123 CII-3-13130-2009
= CHCTEMBI
NPOTHBOMNOKAPHO
3alMTHI
roCT-53325-2012
- Texnuueckue cpeacrsa
MOKAPHOH ABTOMATHKH

®3-184 - O TexHHYECKOM
peryJMpoBaHHH
CII 133.13330.2012
CeTH NPOBOHOTO
PaHOBelAHUS

Io BuY ynpaBJjenus:
JlokanbHblii / IleHTpann3oBaHHbIi

!

Ilo HUCI0JIb3yeMbIM TEXHOJIOTUAM:

.

v

Cdepa Tpancnopra
IMocranosenne Ne969

®3-68 — O 3amure
HaceJIeHust
TOCT-42.3.01 — Tex.
Cpeacrsa onoBemeHust
HaceJIeHHst

- Lugpossie (np pHbIC)
- Hudpo-ananorossie (MHKpONPOLECCOPHBIE)
- AHaJI0TOBbIE (3JIeMEeHTHAas 0a3a)

!

Tlo cniocody coryiacoBaHusi:
Konrakrheiii / [Iporpammuslii /TexHosoruun

Puc. 1. Knaccudurkaumsa aBapuiiHbiX CUCTEM OMOBELLEHWS

Kakue cyuiecTByloT cuctembl onoselle-
HUAN KaK NX MOXKHO KnaccupuumpoBaTtb

Cuctembl onogeuleHuna (CO) nmetoT wu-
POKyto 0611acTb NPUMeHeHNs, HO Hanbonee
pacnpocTpaHeHHbIMM ABNAITCA [Ba BMAa
CUCTEM: CUCTEMbl OMOBELLEHUA O MOXape,
Ha3bliBaemble COY 1 cuctembl ornoBeLleHnn
0 ype3sBblyalHbix cuTyaumax (4C), numetowme
pa3finyHble Ha3sBaHuA (cm. panee). Mpu go-
CTAaTOYHO BbICOKMX PUCKAX B 3TUX 00OMacTaX
CTPOATCA T.H. aBTOMATUYeCKMe CUCTeMbI
onogelleHna (ACO), nHorga HasbiBaemble
aBapuiiHbiMu. OTAenbHON obnacTbio Mpu-
MeHeHnA CO, Ha CEroaHALLIHUIA AeHb, MOXHO
BblgenuTb chepy TpaHcnopTa. B kaxgown o6-
NacTV NPUMEHEHUA LeNCTBYIOT CBOM HOPMa-
TUBHbIE OCHOBaHWA. JNleMeHTapHaa Knaccu-
dumKaumMa Ha OCHOBaHWUW BblECKa3aHHOro
npeacrasneHa Ha puc. 1.

HasBaHve «aBapuiiHble» (B 3amapgHou
TEPMUHONOMM TaKkMe CUCTEMbl Ha3blBaloT
ALARM SYSTEMS) CO ykasbiBaeT Ha crnieu-
NOUKY WX NPUMEHEHMWA, OAHAKO, 3TU Xe
CUCTEMbI MOTYT MCMONb30BaTbCA U B MUP-
HbIX LenAax, Hanpumep, ANA TpaHCAALUK
$OHOBOW My3bIK/ 1 peKNiaMbl, YTO ABNAETCA
COBEpPLUEHHO JONyCTMMbIM fABfeHeM. ABa-
puiiHble CUCTeMbl, 6e3yCIOBHO, WCMOMb3y-
I0TCA 1 B CJyYae OroBeLLeHNA O Ype3Bblyail-
HbIx cnTyaumax (UC).

HesaBucumo ot o6nactn npumeHeHnA
CO moXHO KnaccudpuuympoBarb:

- o BMAy Mcnonb3yemoro KaHana cBfA3u
(NpoBoAHble 1 6ecnpoBofHble)

o ypoBHIO B3aMMOAENCTBUA (NOKanb-
HblIIA, MPOTOKOJbHbIN, CETEBON)

- Mo BMAy ynpasneHus (NOKasnbHbIN, LEeH-
TPann3oBaHHbIA)
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Yrpo3sl

PykoBoasimmii cocras

1

Texnorennoro n
IIpupoanoro

ICO >

Cuibl 1 cpeacrea

xapakTepa

v

Hacenenne

Puc. 2. 3nemeHTapHaﬂ CTPYKTYpPa CUCTEMbI LLEHTPAIM30BaHHOIO onoBeLleHnA

« Mo ncnonb3yembiM TexHonornam (und-
poBble AN MPOLECCOPHbIe, Undpo-aHano-
roBble UM MUKPOMPOLLECCOPHbIE U aHaso-
roeble)

- Mo cnocoby cornacoBaHUs (KOHTAKTHbIIA
1 NPOrpPamMMHbI YPOBHY 1K Ha 6a3e TeXHO-
norun).

B yem 0CO6eHHOCTb CMCTEM ONoOBeLye-
HuA o YC

CO ABnATCA MOCpefHMKaMn Mexay
nobbIMK CpeacTBaMu aBToMaTUKK (crcTe-
MaMu KOHTPONA 1 ynpaBieHna) N Yyenose-
koM. CO o YC HanpaBneHbl Ha MoBbllle-
HMe ypoBHA 6e3omacHoOCTL Nojen, nyTem
nepefaun MM Heobxopgumon unHdopma-
uun. Ho sToro He pgoctaTouHo. [ina npe-
AOTBpPALLEeHNA pacnpoCTpaHeHUA yrposbl,
TaKXe JOMKHbl 6bITb MHGOPMUMPOBAHDI ”
CUNbl — PYKOBOAALWMIA COCTaB M CIyXObl
6e3onacHoCTM 3awWuaemMoro ob6bekTa,
a TakKe PYKOBOACTBO (OpraHbl Bnactu)
npunerawwWwmnx TeppuTopuin. dnemeHTap-
HYI0 CTPYKTYpPY CMCTEMbI LieHTpann3oBaH-

B o6wem cnyyae CO o YC - cuctema ono-
BELIEHNA Hace/leHUA U OpraHoB BacTu O
ype3BblYaiHbIX CUTYaLMAX MPUPOAHOTO UK
TEXHOrEHHOro XapaKTepOB, YrpoXKaloLmx
XM3HM 1 3p0poBblo HaceneHua. CO o YC
npencTaBnseT cobori KOMMIEKC CUil 1 Tex-
HYECKUX CPeacTs, obecneymnBatLLyx JOBe-
AeHuve nHpopmaunu:

+ O OPraHOB BNIACTV B BUJEe U3BELLEHWI;

+ 0 HaceneHya B BUAE COOBLEHNI.

O6wasn knaccudpukaumsa CO o YC

Cnctembl onoselyeHma o YC cTpoATca Ha
Pa3NINYHbIX YPOBHAX B3aUMOLENCTBISA, B KO-
TOPbIX PEeLIATCA CBOU 3ajauun.

Ha kKaxgom mn3 3Tux ypoBHel npume-
HAeTcA cooTBeTCcTBYloWana CO:

+ OepepanbHbii yposeHb (DepepanbHas-
CCTEMA OMOBELLEHNSA)

» PernoHanbHble cucTembl
(PCO)

- TeppuTOpManbHble CUCTEMbI OMOBeLLe-
Hua (TCO)

» MecTHble cuctembl onoseweHns (MCO)

onoBseLleHuns

- O6beKkToBbIE
(0CO).

Ccnctembl onoselleHnA

[locTaTouHylo aKTyaslbHOCTb, B Mmocnen-
Hee Bpemsa Mpuobpenn pervoHanbHble cu-
ctembl onoseteHna. PCO - obecneumnsaiot
aBTOMaTMYeCcKylo nepefayy CUrHanos (pac-
nopsxeHnin) n nHGopmaLmn OMoBeLieHNA
OT NyHKTOB ynpasneHua (PL) fo nogunHeH-
HbIX UM OpraHoB ynpasseHua no genam MO
1 YC, cun, coegmHeHnin 1 yacten Bonck MNO.

B KakpoM KpynHOM ropopge CTpouT-
cA nofobHasa wvepapxuyeckas CTPYKTypa
yrnpaBneHus, 3afjayeil KOTOPOW ABnAeTcA
obecrnevyeHne MakcManbHO 3GGEKTVBHOIO
B3aMMOJeNCTBMA NoaypoBHen. Tak, Hanpu-
Mep, COornacHo noctaHossieHnto N2795, Pe-
rMOHANbHYIO CUCTEMY OMOBeELLeHMA ropofa
MocKBbl MOXHO MpefcTaBUTb Criepyiolen
CTPYKTYPHOW CXemoW, puc. 3.

B ob6ulem cnyvae, nof onoBeLleHeM Ha-
cenenua ropoga Mockebl 0 YC nogpasyme-
BaeTCA — KOMMIeKC MeponpuATMIA, OXBaTbl-
BalOWUiA 3 YPOBHA OBGHapy>KeHWsA (MOHWTO-
PVIHT) 1 B3aMOAENCTBUA C:

ECOAY - eanHowm cnctemom onepaTuBHO-
OVCneTYepCKoro ynpasneHnsa OyHKUUOHNU-
pyloLLen Ha permoHasbHOM YpPOBHe

KC30H - KomnieKkcHOW CUCTEMOW 3KC-
TPEHHOTrO OMOoBeLLeHUA HaceneHnsa GpyHKUK-
OHMpYIOLEN Ha MyHMLMNANIbHOM YPOBHE

JICO/OCO - nokanbHbIMU/06BHEKTOBbLIMU
cMcTemMamy  onoBelleHns,  GYHKUMOHMPY-
IOWYMM Ha OOBbEKTOBOM (MHOrAa HasblBae-
MOM — JIOKaslbHOM) YPOBHE, OTBeYvaloLWwmnmm

HOFO OMOBELWEHNA MOXHO U306pPa3nTb - JloKafibHble  CUCTEMbl  OMOBELLEHVSA 33 JOBefdeHMe [0 MepCoHana 3almiaemo-
cneaywowym obpasom, puc. 2. (nNco) ro o6bekTa 1 HaceneHys ropofa, CUrHanos
Yrpo3sl
Y MUC i i ‘L ECOJY - Equnas cucrema
—_ 3| omepaTHBHO-AUCIETYEPCKOrO i
Poccui 110 cy6bexry PO [€ MOHUTOPHUHTI > 1Y 1 Y PernonanbHbIil
YIIpaBJICHUSA YpoBennb
A
Y
EJVIC - Enunsie PernonajbHast > KC2O0H 5
JIEKYPHO-TUCTIETYEPCKUE | Cucrema MyunununanesHbIH
CITy’KObl MyHUITUITAIEHBIX 0 N? Yposenn
obpazoBaHuii NOBCIICHUS
Hacenenue
A
JAC opranmuzanuu, Y }
9KCIUTYyaTUPYIOIIHE 0OCO - 00LeKTOBBIE JICO - 1okajbHbIe O6nexToBBIi
MMOTEHIIMAILHO OMACHBIC CHCTEMBI CHCTEMBI Yposenn
OOBEKTHI ONOBeIeHUsT ONoBeIIeHHS

Puc. 3. Crpyktypa PCO r. MockBbl
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OBBEKTOBBIE CUCTEMbI

ONOBEIIEHUS
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@3 Ne 123-03

«TexHuuyecKMii perjiaMexT o

X it e TH»

D3 Ne 184-03

«O TeXHHYECKOM PeryJIHpPOBAHHH»

D3 Ne 68-D3 (1994r.)
«O 3amuTe HACETCHNS H TEPPUTOPHIi
ot UC»

: . ;

|

I'OCT P 53325-2012
Texnuka nokapHas. Texnuueckue
cpeacTBa nokapHoii aBroMaTHku. O6umne
TeXHHYECKHE Tpcﬁonanm] H METOAbI

T'OCT P 42.3.01-2014
T'paxnanckas oopona.
TexHHUECKHE CPEICTBA ONOBEmeH s
Hacejenus. Knaccudpuxanns. O6ume
TeXHHYecKHe TPeGOBaHMs

HCNBITAHUI

A

\

CII 3.13130.2009 (COYD)
CucTeMbl IPOTHBOMOKAPHOM
3ammThl. Cucrema A 5

Cern

CII 133.13330.2012

CIT 134.13330.2012

CucTeMBbl 3JIeKTPOCBSI3H 31aHHiT
HOro N

p

H

u coopy:keHuii. OCHOBHbIE

Hi B

H yNpaBJIenusi BaKyanuei
J01eli mpu nokape.

3aQHUSX H COOPYKEHHUSIX HOPMBI
NPOEKTHPOBAHUS

To. NpPOeKTHP 51

Puc. 4. HopmaTviBHasA JOKYMEHTaLWs, perflaMeHTMpyioLLas NPOeKTMpoBaHue 1 noctpoerne OCO

OMOBELLEHNA U IKCTPEHHOW MHpopmauun
npvi BO3HUKHOBEHWMN YrPO3 MPUPOAHOTO 1
TEXHOFEHHOrO XapaKTepoB.

O6wasn knaccudpukauma CO o YC

CncTembl OMOBELLEHVA OOMHAKOBO aKTy-
anbHbl, KaK Onsi BHYTPU-OOEKTOBOrO Mpu-
MeHeHMA (onoBelyeHne nepcoHana BHYTPU
3[1aHUI VCOOPYKEHWI), TaK 1 4N1A onoBeLle-
HUA HaceneHns, HaXOAALErocs Ha BHELHWX
TeppuTOpUAX, MPUIEraloWMX K NoTeHUManb-
HO oOnacHbIM OObeKTam (MpeanpuATUAM).
Havbonee pacnpocTpaHeHHbIMU ABAIOTCA
obbekToBble cucTembl onoseuleHnsa (OCO),
ABNAIOLWMNECA COCTABHOM YaCTbiO T.H. HMXKHE-
ro 3seHa PCYC (Poccuiickon eguHOM CUCTEMbI
npepynpexaenva n nuksugauumn YC). OCO
NPOEKTMPYIOTCA Ha OCHOBaHUW CrlefytoLein-
HOPMaTVBHOWN AoKyMeHTauum (HA), puc. 4.

Kpome HJ1, ykasaHHOW Ha puc. 4, cy-
LWeCTBYIOT U Apyrne HOpmaTuBHbIE OC-
HOBaHMA:

- OepepanbHblil 3aKoH «O rpaXxgaHCKoN
060poHe» oT 12.02.1998 N 28-D3

«Mpukas MYC PO, MuHuctepcTBa WH-
$opmMaLMOHHbIX TexHonornn n ceasu PO
n MuHuCTEpCTBa KynbTypbl M MacCOBbIX
KOMMyHUKauun PO ot 25 uiona 2006 r. N2
422/90/376 «O6 yTBepxaeHun MonoxeHns
0 CUCTeMaXx OrMoBeLLEeHNA HaceNeHnA»

+TOCT P 55201-2012 Bbe3onacHocTb B
ypesBblyaiHbIX cUTyaumax. Mopapok pas-
paboTKN NepeyHs MepOonpUATUIA MO Fpax-
[aHCKo 060poHe, MEPOMPUATUIA NO Npeay-
npexaeHnto YpesBblYaHbIX CUTyaLun Npu-
POLAHOrO N TEXHOreHHOro Xxapaktepa npu
NPOEKTMPOBaHUN OOBEKTOB KamnnTasbHOrO
CTpouTenbCTBa.

Mepeuncnum ocHoBHble PpyHKUMN OCO:
« TpaHcnauma curHanos PACLIO (teppu-
TOpVanbHOW, 06M1aCTHOW, FOPOACKOW, MyHU-

LMnanbHON CCTeMaM OroBeLleHNA) B 30He
oxsaTta OCO

 TpaHcnAauma (Nnepefaya) cMrHanoB nofa-
pasgeneHnam IO n YC, oTBETCTBEHHbIX MO
0 n YC, pykoBofcTBy npeanpuatuii (06b-
eKTa) Ha TeppuTopun oxaata OCO

« TpaHCNALMA CUPEH 1 CNeLnanbHbIX TeK-
CTOB PeYeBOro onoBeLleHna

+ TecTMpOBaHWA B aBTOMaTNYECKOM PeXu-
Me: UCMPaBHOCTY KaHaNI0B CBA3M, 3BYKOBbIX 1
peueBbIX oroBeLyaTenell, 60KOB ynpasne-
HVA, YCUNEeHNA, KOMMYTauun 1 CBA3N

- OnoBeLleHre No KaHanam TenedoHHOM
(MOGUNBHOW CBA3K) B PEYEBOM M TEKCTOBOM
(SMS) pexunmax, B TOM Yncne LUKINYECKM.

OCO pomxHbl 6bITb 3aMPOEKTUPOBaHbI
TakyM 06pa3omM, YToObl 0becrneynBaTb CBO-
eBpemMeHHoe ornoBelyeHne o YC pykoBo-
avTenein n nepcoHan obbekrta. CornacHo
TpebosaHmam CIM 134.13330.2012: O6bek-
TOBbIMW CUCTEMAaMM HEOOXOAMMO OCHaLLaTb
00bEKTbI C YUCIEHHOCTbIO OAHOMOMEHTHO
HaxopAWwMXcs nofeln (BKoyasa nepcoHan)
6onee 50 yes., a TaKXKe COLMANbHO BaXKHble
00bEKTbI 1 0OBEKTBI XKI3HEOOECNeYEHNS Ha-
CeneHuns, BHE 3aBMCUMOCTU OT YACTIEHHOCTM
OOHOMOMEHTHO HaXOAALWMXCS NOAEN.

JlokanbHble cCTeMbl ONOBeLeHA

JlokanbHble CUCTEMbl  OMOBELEHNUA
(NCO), B otnmume ot OCO, ocyuwecTBnA-
0T He TONIbKO BHYTPU-OGBHEKTOBOE OMo-
BElleHUe, HO 1 OMOBELleHNe HaceneHus,
NPOXMBAIOLEro B 30HaX, NpueranLmnx K
NOTEHLMaNbHO-OMAaCHOMY NpPeanpuATUIO.
Mo ceBoum 3agayam OCO wn JICO oueHb
Moxou, HO ecnn npoekTuposaHne OCO
aHaNnoOrMyHoO MPOEKTUPOBAHUIO CUCTEMDI
onoseujeHna o noxape COY3, B cuny
BHYTPU-06bEKTOBOW cneundurkn nprme-
HeHuA, To anAa npoekTuposaHua JICO pas-
paboTaHbl oThenbHble: «MeToanuyeckne
peKkoMeHZauuy Mo Co3faHuio B palnoHax
MOTEHLMaNbHO-OMACHbIX 0OBEKTOB — J10-
KanbHbIX CUCTEM OMOBELLEHNA».

I ABTOMATHKA I—

JexxypHblii
aucneryep

OCHOBHOI1 (IEHTPaTbHBIIT)
Hynxr ynpasiaenuns IIITY

o

Puc. 5. dnemeHTtapHasa ctpykTypa JICO

LLYKC MUC 1 3ona aeiicreusa JICO :
‘ ‘ 1 1
EJJIC ! !
. |
1 1
1 1
1
Cucrembl ! Papuo :
Konrtpoast u : CBAL :
Mouuropunra | ! !
1
Cucrembl : Curaan: :
ABapuiinoii 2 : «BHUMAHUE |
CHUTHAJIM3ALUH >  J1co ; BCEM!» '
MCO ! !
PACIIO > : I'pomxkas :
1 CBSI3b 1
1 1
L 1
1 |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

’ E IIpoBonHasn
‘ CBA3b
L e - = 1
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NMACHOCTb

'rb CBSI3H
obmero

V3C3 - yerpoiicTBo
nepeKII0YeH s
nporpaMmm

PTY — paano-
TPAHCJASLMOHHBII
y3ea ropoxa

COTOBON

AIMHH IEHTP
IOYKC MUC

Y3ea1 cBsizH '

PTY — panmo-
TPAHCJIAUHOHHBIIH
y3el1 00beKTa

V3C2 - ycrpoiicTBo
ynpasJjenust
Bemanuem (I1-166)

¥3C1 - yerpoiicrBo
yhpaBJieHHs] CHpeHaMH

Puc. 6. KomnneKkc TexHnyecknx cpecTB U OCHOBHble nogcuctembl JICO

JICO npepHasHauyeHbl ANnA CBOEBPEMEH-
HOro [JOBeAeHUA A0 HaceneHus, pabourx 1
CNy>KalyxX NMOoTEHUMaNbHO OMacHbIX 06bek-
TOB, COOTBETCTBYIOLMX OPraHOB YynpaBsJe-
HUA TepputopuanbHon nogcuctembl PCYC
curHana «BHumaHue Bceml», nMHPopmauum
06 yrpose pafMOaKTVBHOrO 3arpA3HeHus,
XVIMUYECKOTO 3apakeHna 1 Katactpodurye-
CKOTrO 3aTOMJIeHUA, a TakKe MHpopMauum
0 Pa3BUTUM COOLITUI WU pekoMeHZauui no
JanbHeNWnM [eCTBUAM MPU aBapuAaxX Ha
NMOTEHLMANIbHO OMaCHbIX OO beKTaXx.

dnemeHTapHaa CTpykTypHaa cxema J1CO
MOXeT ObITb NpeAcTaBneHa ceayoLwmm ob-
pasom, puc. 5.

M3 prcyHka BMAHO, uTo ynpasneHue JICO
MoTEHLMaNIbHO OMACHOro 06beKTa OCyLLeCT-
B/IAETCA C OCHOBHOTO 1 3aMacHOro MyHKTOB
yrnpaBneHus.

TexHnyeckne cpegcrBa JICO AOMKHDbI
obecneuymBarb:

« YnpasneHue I0KajibHOW CUCTEMOW OMNOo-
BelleHnA

« MpAmyto NPOBOAHYI0 N PaANOCBA3Db fe-
XKypPHOro aucretyepa C onepaTMBHbIM nep-
COHasiom

- Mpriem coobLieHnii 1 KomaHa, nepega-
BaeMbIX PErvoHanbHOM (MeCTHO) cucteMon
onoseLyeHna

« KOHTpONb MpPOXOXAEHUA CUTHANOB ”
nHdopmaumm, nepeasaembix B JICO

- TenepoHHylo CcBA3b 0OLEro nonb3osa-
HUA

- YnpaBneHne cucteMon MOHUTOPUHIa U
cuMrHanmsaymm.

Kak MOXHO 3ameTuTb, 3T QYHKLUMU
oueHb cxoXn ¢ pyHKumamm OCO.

Komnnekc TexHuuyeckmx cpepcts KTCO
PACLIO obGecrieurBaeT JoBeeHNE CUTHANOB
1N MHGOpPMaLMK OMOBELLEHUS A0 OpPraHoOB
yrpaBieHNs U HaceneHus.

KTCO Bkniovaet B CBOIl CcOCTaB cnepy-
lowme noacncTembl, puc. 6.:

-Moacuctema ynpaBneHWs U KaHasnoB
CBA3M

- MoacucTema 3neKTPOCUPEHHOTO OnoBe-
LeHun

- Moacuctema peyeBoro ornoBeLleHNs Ha
6a3e ceTM NPOBOAHOTO BeLaHUA (abOHeHT-
CKas CeTb U CETb YNIUYHbIX FPOMKOTOBOpUTE-
nem)

- Mopacuctema onepaTMBHOro 3afelicTBO-
BaHUSA KaHaNoB pajuoBeLLaTeNibHbIX U Tene-
BW3VOHHBIX CTaHLNI

-[logcuctema 3agencTBOBaHUA CUCTEM
OrnoBeLleHNs OOBEKTOB, COMPSKEHHBIX C
PACLIO

+ ABTOMaTU3MpPOBaHHbIE CUCTEMbI OMOBE-
LieHNa opraHn3aumin no TenedGoHHbIM NHU-
AM.

OCO un ICO gomxHbl 0becneunsatb Kpy-
TIOCYTOYHYO PaboTy Mpu NoObIX KNMMaTu-
YeCcKux ycJIoBUsIX.

AkTyanusauma

Ha ceropHAWIHWMIA fAeHb, pernoHanb-
Hble cucTemMbl onoBeleHus (PCO) crpoAaT-
cA Ha 6a3e ABYX OCHOBHbIX KaHaJ0B:

+ VPN-KaHan, nocTpoeHHbI Ha 6a3e cTeka
cet TCP/IP, B kOTOpOIA:

- 3a nepepavy KBUTaHUMI N KOMaHf OT-
BeyaeT TPaHCMOPTHbIN npoTokon TCP;

- 3a nepepauvy peym — TEXHONOrnA MHOTO-
appecHon (multicast/ unicast) paccbuiku no
rpynnoBbimM agpecam (knacca D).

- KaHan paguno cBa3u. [laHHbIN KaHan fon-
»eH obecneyrBaTh AaJIbHOCTb CBA3M MEXIY
CTAHUUAMKM onoBeleHns 6-7 KM (Makc. 22
KM) Ha CKOpOCTY nepeaaun 9,6 KouTt/c (aHep-
reTuyeckunii 3anac > 104b). [lnanasoH Bbige-
NeHHbIX paguoyacTtoT: 403-470 mlu,.

Hanbonee nsBectHbiMM (418 6ONbLWNH-
CTBa MPOEKTUPOBLYNKOB) Ha CErOAHALIHMNIA
neHb asnaTca PCO BepxHero 3BeHa, Bbl-
nyckaemble nog abbpesuatypoinn «M-16X».
Mo 31O MapKoW CBOW CUCTEMbl BbiMny-
CKalOT HEeCKONbKOo npousBogutenen (cm.
nanee). Ix n3BecTHOCTb 1M NONYNAPHOCTb
006ycnioBfieHa OTKPBLITOCTbIO Y AOCTYMHO-
CTblo. TU NPOU3BOAUTENIN OXOTHO WUHTE-
rpUpYOTCA C NPOU3BOAUTENAMUN TPAHCNA-
LIMOHHOTO 060PYAOBAHMA HUXKHETO 3BEHa.
B pesynbraTte Takol Koonepaunn-nHTerpa-
LMY NPOUNCXOAUT aKTUBHOE MPOABUXKEHNE
COBMECTHbIX pelleHUn B pervoHax. Tak,
Hanpumep, NPOW3BOAWUTENN annapaTtypbl
[1-166, ABNAIOTCA KOHKYPEHTaMn,Mpu 3TOM,
Nerko conpAarapTca gpyr ¢ gpyrom. Kpome
annapatypbl [1-16X, KOHeYHo, cyuwecTByeT
N MHOXEeCTBO ApYrux (MHTepecHbIX) Npo-
n3BoauTenen, CM. nanee.

Mpumepsbi LICO

Komnnekc mexHuyeckux cpedcme ono-
sewjeHusa KTCO I1-166L

[aHHbIA KOMMNNeKC ¢GYHKLUMOHMPYET Ha
pervoHanbHOM ypoOBHe 1 0becrneunBaeT o-
BefleHNe CUTHaNnoB 1 MHdopMauun ornose-
LeHUA [0 OpPraHoOB yNpaB/ieHNs, AOMKHOCT-
HbIx i, cun FTO n PCYC n HaceneHwus.

KTCO MN-166L] o6ecneunBaer:

- HenpepbIBHY10 KpYrnocyTouHyto paboTy

- O6meH LndpoBo MHPopmaLmen yepes
TPaHCMOPTHYIO CeTb NMOCPEeACTBOM 3afaHuA
HeobxoauMbIx IP-agpecoB LEHTPOB 1 MyH-
KTOB OMOBELleHVA U CPefcTB YrnpaBfieHus
OKOHEYHbIMY CPeACTBaMU OMOBELLEHMS

- ConpspkeHne ¢ paHee pa3paboTaHHbIM
o6opynoBaHuem 1-166

- YnpaBneHne oKOHEUYHbIMU YCTPOWCTBA-
mu onoBelyeHusa (M-164A, N166BAY)

+ KOHTpONb  TEXHMYECKOro  COCTOSAHWA
KOMMJEKca TeXHUYECKUX CpeacTs oOrnose-
LeHUn 6e3 BKIIIUYEHUS OKOHEYHbIX CPeaCTB
ornoBeLyeHus

- OT6Op KaHanoB 3pUPHOro 1 KabenbHo-
ro TeneBuAeHus, nepegayy no HAM peyeBon
1 TeKCTOBOW MHGOPMALIKN OMOBELLEHNS Ha-
ceneHus

- YnpaBneHve annapaTtypor ornoselye-
HUA AO/MKHOCTHBIX NUL — MO LMPPOBbIM
kaHanam I'MC 1 kaHanam KabenbHoro Tene-
BUAEHNA

- MonHoZOCTYNHYO CUcTeMy agpecauun
C BO3MOHOCTbIO ONepaTMBHOIO N3MEeHeHUsA

- MNepepauy peun.

KTCO M-166L, nmeeT wnpokyto obnacTtb
NPUMEHEHNA, aKTVBHO YCTAaHABMIMBAETCA
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B NMACHOCTb

1 PYHKUMOHMpPYET Ha 06beKTax r. MOCKBbI,
CaHkT-lMeTepbypra. JInHelika o6opynoBa-
HuA [1-166L] NocToAHHO pacwmpAeTca u
Ha CEerofHALWHNN AeHb AOMOJIHEHA MapLu-
pyTM3aTOPOM-KOHBEPTEPOM MpPOTOKOIOB
(M-166K MKI). M-166K MK - nporpamm-
HO-annapaTHoOe M3Aenne, BbiMOJIHEHHOE B
dopm-pakTOope 0AHONNATHOTO MUHUKOM-
nbloTEPa, C YCTAaHOBIEHHbIM 06LecMcTem-
HbIM 1 CneyranbHbiM NPOrpaMMHbIM obe-
cneyeHuem. [laHHOe pelleHne no3BonAeT
OCYyLeCTBNATb  COMPAXKEHWe  CUCTEMbI
M-166L1 ¢ mopepHU3NPOBaAHHBIM YHUPU-
LMPOBaHHbIM KOMMIEKCOM TEXHUYECKMX
cpencts [1-166M. VHTerpauma npomcxo-
OUT cnepylowmmM o6pa3om: B 6a3y JaHHbIX
obopypoBaHua M-166M, ycTaHOBNEHHO-
ro B8 PACUO/EOQAC, BHOCATCA abOHEHTHI
OCO/NCO. Mpwu 3TOM, fobaBnsemble abo-
HEHTbl BHOCATCA Kak aboHeHTbl M-166M,
a BOCTYM K HAM NPOUCXOANT Yepes Huxe-
croAawwmn ysen (IP-agpec MKI), a 8 MKI1, B
CBOI ouepepb, BHocATcA IP-agpeca ob6o-
pynoBaHua M-166L.

KTCO N-166L, s¢dekTBHO MHTErpmpy-
eTcA 1 C 06opy[OBaHNEM HUXHETO 3BEHa,
B KauyeCTBe KOTOPOro WCMonb3yeTca Ju-
HellKa Undpo-aHanoroBoro ob6opynoBaHUA
ROXTON (cmoTpu cTaTby Ha Hallem canTe):
«ConpskeHune ob6opynoBaHust ROXTON c Pe-
rMIOHANTIbHOW CUCTEMOW LLeHTPann30BaHHOIO
onoBeleHna PACLIO2» un «3Bykodukauus
ynuu ropoga Mocksbi».

Komnnekc mexHuyeckux cpedcme ono-
seweHus HaceneHuAa l1-161M

Ewe ogHMM npumepom pernoHanbHom
CUCTEMbI OMOBELLEHNA ABMAETCA CUCTEMA
onoseuleHnst «<CUTMA TM-161M PMM8». Kom-
nnekc TexHunyecknx cpefcts KTC MM-161M
PMM-8 npepHa3HayeH gna co3faHUA aBTO-
MaTU3UPOBAaHHbIX CUCTEM OMOBELLEeHMA N10-
KafibHbIX (B 30HE MOTEHLMaNbHO-OMACHOro
00beKTa) 1 06BHEKTOBbIX CUCTEM OMoBeLLe-
HUA C uenbio fjoBeeHNAa Gopman3oBaHHbIX
C/rHaNoB OMoBeLleHNA, TEKCTOBbIX U peye-
BbIX COOOLLEHNI A0 OMNepaTUBHbIX OPraHOB
ynpasfieHUA, BOMMKHOCTHbIX NINL, NepCcoHana
1 HaceneHusa, NPOXMBaloLLEero B 30He OTBeT-
CTBEHHOCTW, puC. 8.

Komnnekc M-161M PMM-8 o6ecneuwn-
BaerT:

- OnoseuleHne
yrnpaBneHus

- OnpepeneHne ypoBHa 1Y B cooTBeT-
CTBUM C TOSHOMOUYMAMU  JOJIKHOCTHOTO
nmua

- [MnaHyvpoBaHue 1 aBToMaTM3aLUusa 3adad
0nepaTMBHOTO AEXYPHOTO

- PeyeBoe onoselyeHne Ha TenepoHbl C
0T60POM aBOHEHTCKOW NUHUN

- PeyeBoe onoBelleHne Ha Cyxeb6Hble,
COTOBbIE 1 IoMaLlHVE TenepoHbl MO KOMMY-
TUpyeMol ceTu (aBTOJO3BOH)

LOEXYPHbIX  MYyHKTOB

Bnok ynpaBnenus BCMC-VT

2

TiMHeRHELR curtan

CurHan 3anycka
(cyxoit koHTaKT)

o

n-1e6L BYY-02

RA-8236/PS-8208 Cuctema ROXTON 8000

Cwrnan kKenTwpoBanmn

CwrHan 3anycka
(cyxow KOHTaKT)

Puc. 7. Cxema COBMECTHOIO 1CMosb30BaHKA 61oka conpsaxeHna curdanos FTOYC BCMCVT
(CTPENEL-MOHUTOPWHT) ¢ poccuinckoin cuctemor onoselleHns ROXTON 8000
(Bnokom ynpasneHus PS-8208, kombrHVpoBaHHbIMK cucTemamm RA-8236 / RP-8264)

- PeyeBoe onoBelleHve Ha COTOBbIe Tene-
¢$oHbI No kaHanam GSM

- Mepepaya TeKCToBbIX cO06LLeHM SMS

-Pabota no uUMppoBbIM  KaHanam
(Ethernet, EO, E1)

- PeyeBoe onoBelweHre Mo cucteme
rPOMKOW CBA3N

* YnpasneHue cupeHamu

- [lokymeHTanbHOe  onoBelleHVe  Mo-
BOUNbHbIX 1 MOABUMKHbIX 06 bEKTOB
- PewieHne  HaBurauyMoHHOW  3apjaun

(BcTpoeHHbIn TIOHACC panAa noaBMKHbIX
0ObEKTOB)

- [logknioyeHne CUCTEM MOHUTOPUHTIA
(gaTumkoB onacHocTK) npusHakos YC.

B cocTtaB komnnekca N-161M PMM-8 Bxo-
OUT WVpOKas NnHelka obopyaoBaHusA, B
TOM uncne 6510k conpsxeHmst bC-4.

Bnok M-161M PMM-8 BC pa6oTaeT co-
BmecTHO ¢ APM O[1-1 n o6ecneunBaet:

» YnpaBneHne OKOHeEYHOW annapa-
TYpO/ OMNOBELWEHUA: SNEeKTPOCUPEHDI,
CCTEMbl TPOMKOW CBA3U, MPUEMHUKU
MeCTHOro OnoBeLeHnd, CTaunoHapHble
(BblAENEHHble UM oTOUpaemble) Tene-
doHHble annapaTbl, annapatypa [1-166
BAY, 3neKTpoHHble Tabno, ynpaBneHue
pagnocTaHUnAMM

- Bsaumopenctsme ¢ nyHKTamu ynpas-
NEHUS U YAANIEHHbIMY KOHTPOJIEpaMmn no
paguokaHany

- [opknioyeHne K cucTeMaM MOHUTO-
pUHra Npru3HakoB BO3HMKHOBeHMA YC, gat-
YrMKaM onacHoOCTU (UMPPOBON CTbIK, CyXOu
KOHTAKT).

B KauecTBe anmapaTypbl omnoBseljeHus
o YC, paboTatouleir COBMECTHO C [aHHbIM
6710KOM, Mcrnonb3yeTca uMppoBas cuctema
onogeweHna no cetr ROXTON IP (npousBso-
Avmas rpynnon komnanun ESCORT).

WHTerpauma AaHHbIX CUACTEM OCYLLeCT-
B/IAIETCA MOCPEACTBOM MPVIMEHEHUA VH-
Tepdeinica aBapunHoro curHana ROXTON
IP-A6223A, npeobpa3zoBaTtesnis curHanos RS-
422-TCP/ROXTON IP-A6713, nporpaMmmHoro
o6ecneyeHunss ROXTON IP-A6700R, uTto noa-
TBEPXKAEHO COOTBETCTBYIOLUMY MPOTOKO-
NlaMy COBMECTMMOCTY.

Kpome BblleyKa3aHHbIX CUCTEM, Cylle-
CTBYET I MHOXECTBO [pYruiX, Hanpumep, Ta-
KUX Kak «Komnnekc nporpammHo-annapat-
HbIx cpeacTs onoselyeHna MAPC-APCEHAJT»
WK Takoro M3BECTHOTO MPOV3BOAUTENS KaK
«CTPENEU-MOHUTOPUI». Tak, Hanpumep,
Ha 6a3e 6noka ynpasnenuss BCMC-VT cTpo-
UTCA MHOXECTBO pPEeLLEeHI, UCMONb3YLWMX
pafnokaHan. [laHHbl G/TOK NIErko CTbIKYeTCst
N UCNONb3yeTcA COBMECTHO C Lndpo-aHano-
roBbIM 11 LippOoBbIM 060PYIOBaHKEM, MPOU3-
BOAMMbBIM rpynnoi komnanuin ESCORT, puc. 7.

B paHHOW cTaTbe Mbl HAMETUAN NNLLb
obue KOHTYpbl faHHOU Tembl. B cne-
AyOWNX Ny6NnuKaumax mMbl naaHupyem
NPOAOMKUTb HayaTblii pa3roBop. 06-
paTMMcA K NOAPOGHOCTAM 1 HI0AHCaM,
Kacalowxcs BOMPOCOB CONPAXKEHUA Cu-
CcTeM, yCTaHaBNMBaeMbIX Ha PasiNyHbIX
YPOBHAX, N nopAfKa UX NOAKNIOYeHuA,
K BOMpOcamMm N 0COGEHHOCTAM MPOEKTU-
pOBaHNA 06BHEKTOBLIX N JIOKANbHbIX CU-
cTeM OnoBeLeHUA.
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